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CONSENT CALENDAR 
June 25, 2013 

 

To:  Honorable Mayor and Members of the City Council 

From:  Councilmember Jesse Arreguín 

Subject: Senate Bill 467: Email Privacy 
 

RECOMMENDATION 
Adopt a Resolution supporting Senate Bill (SB) 467, authored by Senator Mark Leno, 
which would require a search warrant when a governmental agency is seeking the 
contents of certain electronic communications, such as email.  Copies of the Resolution 
to be sent to Governor Jerry Brown, Senate President Pro Tem Darrell Steinberg, 
Senators Mark Leno and Loni Hancock, Assembly Speaker John A. Perez, and 
Assemblymember Nancy Skinner. 
 
BACKGROUND: 
SB 467 updates California's electronic privacy law into the modern age, ensuring emails 
and other electronic communications content are protected from warrantless 
government intrusion when stored online and in the cloud. 
 
Under SB 467, no government entity shall obtain the contents of an electronic 
communication without a warrant issued by an officer of the court, regardless of how 
long it has been in electronic storage or whether it has been opened or unopened. 
 
Though SB 467 is applicable only within the jurisdiction of the State of California, it is 
another step in affirmatively establishing the reasonable expectation of privacy of emails 
and that the people do not relinquish their privacy simply because they entrust a third 
party for transmission and storage, or that the email is “opened” and 180 days have 
passed. 
 
Previously, under the Electronic Communications Privacy Act (ECPA), the Federal 
government only needed a subpoena and prior notice (as opposed to a search warrant 
and probably cause) under the “Third Party Doctrine” to compel disclosure by an 
Internet Service Provider (ISP). The Third Party Doctrine holds that ‘that knowingly 
revealing information to a third party relinquishes Fourth Amendment protection in that 
information.” Additionally, it is held that after 180 days, emails that have been opened 
are analogous to an unsealed envelope –it contents are no longer reasonably private. 
 
Fortunately, in United States v. Warshak (2010), the Court held that the Storage 
Communications Act (SCA) portion of the ECPA is unconstitutional to the extent that it 
allows the government to obtain emails without a warrant, establishing that there is a 
reasonable expectation to privacy for emails stored on third party servers and that these 
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emails are subject to full Fourth Amendment protections. However, the issue of privacy 
is still very much salient, from the IRS admitting to using administrative subpoenas to 
access to emails (see attached article) to recent revelations that the National Security 
Administration have been collecting nationwide call data without probable cause. 
 
SB 467 is supported by the following groups: 
 
Electronic Frontier Foundation (source) 
American Civil Liberties Union 
California Attorneys for Criminal Justice 
California Newspaper Publishers Association 
California Public Defenders Association 
The First Amendment Coalition 
 
FISCAL IMPACTS 
None. 
 
CONTACT PERSON: 
Jesse Arreguin, Councilmember, District 4  981-7140 
 

Attachments: 
1. Resolution 
2. Copy of SB 467 
3. Slate Article, “The IRS Doesn’t Think “Reasonable Expectation of Privacy” 

Applies to Your Emails”



 

 

RESOLUTION NO. 
 
SUPPORTING SENATE BILL 467, WHICH WOULD REQUIRE A SEARCH WARRANT 
WHEN A GOVERNMENTAL AGENCY IS SEEKING THE CONTENTS OF CERTAIN 
ELECTRONIC COMMUNICATIONS 
 
WHEREAS, Californians have a reasonable expectation of privacy when they send and 
receive emails, and they do not relinquish that expectation of privacy simply because 
they entrust a third party to transmit and store those emails –emails that are only 
accessible through private passcodes; and 
 
WHEREAS, certain electronic communications, such as emails, deserve full Fourth 
Amendment protections and that Government should have probable cause and a 
search warrant to obtain private emails; and 
 
WHEREAS, Senate Bill 467, authored by Senator Mark Leno, would require a search 
warrant when a governmental agency is seeking the contents of certain electronic 
communications; and 
 
WHEREAS, our civil liberties, especially the Right to Privacy, deserve the utmost 
protection and preservation in light of increasing governmental intrusions. 
 
NOW THEREFORE, BE IT RESOLVED by the Council of the City of Berkeley that the 
City of Berkeley does hereby support Senate Bill 467, introduced by Senator Mark 
Leno, which would require a search warrant when a governmental agency is seeking 
the contents of certain electronic communications.  
 
BE IT FURTHER RESOLVED that copies of this Resolution be sent to Governor Jerry 
Brown, Senate President Pro Tem Darrell Steinberg, Senators Mark Leno and Loni 
Hancock, Assembly Speaker John A. Perez, and Assemblymember Nancy Skinner. 






















